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3 FF L : China’ s Industrial Espionage and the Escalation of the US—China IP
Conflict
Sources of Conflict: Territory and Technology

Division 19: International Security and Arms Control

Abstract

This paper examines the impact of China’ s strategies of indigenous innovation
on the mounting tensions with the United States on intellectual property (IP).
The paper looks at China’ s indigenous innovation as a national strategy that is
in part accompanied by methods of trade secret theft, with a special focus on
China’ s industrial espionage on US pharmaceuticals. Whereas issues of trade
secret theft and cybersecurity are increasingly drawing attention in the policy
arena, the IPE literature on the subject remains far from exhaustive, compared
to the plethora of explanations on the infringement of other forms of IP such as
patents, trademark, and copyright. In order to address the research gap on trade
secrets and IP conflict, the paper builds a theoretical framework of innovation
and IP conflict via the use of knowledge under the Agreement on Trade—Related
Aspects of Intellectual Property Rights (TRIPS), providing a typology of incumbent
and emerging innovators and their methods of innovation, to lay out the conditions
under which a conflict would be escalated between incumbent and emerging
innovators due to a disagreement on the method of innovation pursued.

The paper argues that, while TRIPS clearly stipulates legal regulation of trade
secret theft and China is a signatory to it, the method of China’ s indigenous
innovation - which accompanies industrial espionage - escalates China’ s IP
conflict with the US. It further argues that while innovation in and of itself
need not necessarily be a source of conflict, the method of innovation that relies
on the prohibited use of knowledge can trigger conflict under TRIPS, as it defies
commercialization by the original inventor whose trade secrets have been stolen.
To explain for the escalation of the conflict, the argument is deepened by two
important factors in the global political economy today that allow for industrial
espionage to continue: 1) the institutional limitations of the existing global
IP regime of TRIPS, which embodies legality for trade secret protection but lacks
enforcement tools for extra—territorial trade secret theft, which leaves the
original holder of trade secrets without recourse and exacerbates the conflict;

and 2) the market power dynamics and geoeconomic constraints that contribute to



prolonging and persisting the IP conflict arising from trade secret theft. By
analyzing trade secret theft in the framework of innovation and the use of
knowledge, the paper moves the field of international political economy forward
by adding a perspective on the method of innovation and its impacts on bilateral
economic conflict.

Finally, the paper is enriched by a detailed, original case study of China’
s indigenous innovation in pharmaceuticals that has been accompanied by recent
Chinese attacks on US pharmaceuticals, which involves methods of database hacking
via Structured Query Language (SQL) injection, an international standard for
database manipulation for the collection of data on US pharmacology and the US
healthcare system. The case study is used to test the hypothesis and to identify
the conditions under which the IP conflict was escalated in the context of
innovation, and is supported by personal interviews with former US government
officials and cybersecurity experts knowledgeable on the issues and archival

research conducted in the Greater Washington DC area.



